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Agenda 

ÅCloud services overview 

ÅReview of server virtualization 

ÅSAN technology 

ÅBandwidth metrics 

ÅtŜŜƪ ŀǘ {ŀŦŜ {ȅǎǘŜƳǎΩ ŎƭƻǳŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ 
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Adopting Cloud Services 

ÅWhat is the Cloud? 

ÅWhere are we coming from? 

ÅWho uses the Cloud? 

ÅWhy use the Cloud? 

ÅHow to access the Cloud 

ÅRisks and how to mitigate 

ÅThe future of the Cloud 
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What is the Cloud? 

Åά/ƭƻǳŘέ ƛǎ ƴƻƴ-specific 

ÅThe new term for hosted services 

ÅUsers are unaware of how or from where the 
service is being delivered 

ÅRepresents the boundary of what the user 
needs to understand 
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Examples 

ÅHosted Email 

ÁYou access via a browser from anywhere 

ÅData Vaulting 

ÁYour data is automatically uploaded to a place you 
ŘƻƴΩǘ ƘŀǾŜ ǘƻ ƳŀƴŀƎŜ 

ÅWeb Conferencing 

ÁSetup a rich online conference with nothing but a 
browser and a microphone (WebEx, GoToMeeting) 
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Looking Back 

The Mainframe Age 

ÅCentralized computing 

ÅExpensive 

ÅSlow WAN was fine 

ÅNot agile for users  

ÅCore providers still run 
these today 
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Looking Back 

The Client/Server Age (PC) 

ÅWhat you now have on site 

ÅDecentralized computing 

ÅInexpensive 

ÅAgile 

ÅNot optimized for WAN 

ÅApps installed everywhere 
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Today 

The Cloud Age 

ÅCentralized 

ÅInexpensive 

ÅEfficient demand of WAN 

ÅAgile 

ÅUbiquitous 
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Internal vs. External  

A matter of perspective 

ÅInternal 

ÁTypically found in larger enterprises 

ÁProvide service to internal users 

ÅExternal 

ÁProvide service to public 

ÁMulti-tenant 
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Multi -Tenancy 
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Enabling Technologies 

ÅBuilt in Multi-Tenancy 

ÅWeb App Development 

ÅReliable Broadband 

ÅVirtualization 

ÁMany virtual servers run on few physical servers 

ÁVirtual machines are fast and easy to create and 
destroy 

ÁVirtual machines are portable, independent of 
physical hardware 
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Types of Cloud Services 

ÅSoftware as a Service (SaaS) 

ÁMost common 

ÁApp offered as a subscription 

ÁEasy entry 

ÅInfrastructure as a Service (IaaS) 

ÁComputing, memory, storage 

ÁYou would install your own apps on top 

ÁYou pay based on usage 
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Who Uses the Cloud? 

ÅYou and your peers 

ÁCore services 

ÁSpam filtering 

ÁHosted email 

ÁData backups 

Å/ƻǳƴǘƭŜǎǎ {a.Ωǎ 

ÅAnyone who just wants access to a solution 
without dealing with the infrastructure 
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Why Use the Cloud? 

ÅFaster implementation of new applications, 
systems 
ÅEasily add new users, additional resources 
ÅRemotely access from anywhere over Internet 
ÅBusiness continuity is provided by service 

provider 
ÅScale of service provider creates cost efficiencies 
ÅRetain focus on key business objectives 
ÅReduced management burden 
ÅDisaster recovery benefits 

 



Safe Systems 2011 National Users Conference Safe Systems 2011 National Users Conference 

How to Access the Cloud 

ÅGet broadband 

ÁYou already have it, but is it ready for the Cloud? 

ÅRedundancy 

ÅSpeed 

ÅBuild the business case 

ÁAlign IT with your business goals 

ÁFind what makes sense to offload 
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Risks of the Cloud 

ÅLoss of direct control of systems 

ÅData security 

ÅLong-term availability 

ÅRegulatory compliance 

ÅUnsanctioned use 
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Risk Mitigation  

ÅVendor oversight 

ÁWhat kind of facility? 

ÁSecurity procedures 

ÁEncryption 

ÁSAS-70 

ÁTrack record 

ÁReferrals 

 

ÅEmployee oversight 

ÁUsage policies 

ÁRegular awareness 
training 

ÁAccess restriction 

ÅNext-gen firewalls 
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Future of the Cloud 

ÅChallenges 

ÁRegulatory acceptance 

ÁInteroperability between cloud providers 

ÅStandards are still maturing 

ÁUser acceptance 

ÅOpportunities 

ÁRegulatory approval 

ÁVDI 

ÁDream scenario 
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Virtual Desktops  

ÅThin client on desk 

ÅYour Windows desktop environment lives in 
the cloud 
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Dream Scenario 

The 5 Minute Audit 
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Server Virtualization  

Å Consolidation 

Å Less maintenance downtime 

(Vmotion) 

Å Physical redundancy (HA) 

Å Automatic load balancing (DRS) 

Å Dynamic Power Management 

(DPM) 

Å Powerful DR abilities 
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VMWare Vmotion  

 

 

 

Å Moves processing of a VM to a 

different ESX host. 

Å VM never leaves the SAN 

Å No downtime for planned ESX host 

maintenance 

Å Invisible to the end user 
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VMWare DRS 

 

 

 
Å Load balancing 

Å Automatic Vmotion 

Å Based on performance 

Å Current and historical 
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VMWare HA 

Å Recover from unplanned 

outage 

Å VM never leaves the SAN 

Å VM gets rebooted on another 

ESX host 
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VMWare DPM 

Å Shut down physical servers 

when demand drops. 

Å Power up physical servers 

when demand increases 
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VMWare License Levels ï 
Last Year 

Å Enterprise Plus 

license level 

Å SAN required 
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VMWare License Levels ï 
This Year 

Å Enterprise Plus 

license level has the 

high tech 

Å Features are 

moving down to 

lower licensing 

Å SAN required for 

major value 
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What is a SAN? 

ÅNetwork Segment 
Á LAN/WAN/SAN 

Á Storage Area Network 

Å It is not a hardware device 

ÅDisks are in a storage array 

ÅAddressed using network 
protocols 
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SMB Storage News 

ÅSMB shared storage has been out of reach 

ÁToo expensive 

ÁLimited performance 

ÁLimited features 

ÁDisk array does not scale 

ÁDisk array does not scale affordably 
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SMB Storage News 

ÅEMC VNXe 
ÁAffordable 
ÁHigh performance 
ÁScales affordably 
ÁFeature Laden 
ÁSmall footprint 

 
ÁDeep VMWare 

integration 
ÁEasy to install/manage 
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Bandwidth  
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Transfer Rate 
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Transfer Time 
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Speeds/Workloads - Then 

ÅSegments/Speed 

ÁLAN 

Å100 Mbit 

ÁPrivate WAN 

ÅFractional T1 ς 256k 

ÁInternet 

ÅDSL 

Å1 Mbit down 

Å256k up 

ÅTraditional Workloads 

ÁAuthentication 

ÁMainframe Access 

ÁFile Server Access 

ÁInternet Surfing 

ÁText/HTML Email 
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Speeds/Workloads - Now 

ÅSegments/Speed 

ÁLAN 

Å100/1000 Mbit 

ÁPrivate WAN 

ÅFull T1+ 

ÁInternet 

ÅBusiness Class 

Å3+ Mbit down 

Å1.5+ Mbit up 

 

ÅCurrent Workloads 
ÁAuthentication 

ÁFile Server Access 

Á Internet Surfing 

ÁText/HTML Email 

ÁData Vaulting 

ÁLarge File Transfer 

ÁMission Critical Web Apps 

ÁStreaming Video 

ÁVoIP 
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Internet Redundancy  

ÅIncreased criticality 

ÅProvider options more available 

ÅEven consider redundant firewalls 
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Circuit Review 

ÅFaster, cheaper, better 

ÅRenegotiate often 

ÅUse consultants to save $ 

ÅReview topology 

ÁMove away from         
point-to-point 

ÁMove to mesh (MPLS) 
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Future of WAN 
Performance 

ÅWAN Acceleration Technologies 

ÁIncrease the throughput of your circuit 

ÁMore efficient transport protocols 

ÁData compression 

ÁData deduplication 

ÁEasy ROI on big circuits 

ÁWill be embedded in software/hardware in future 
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Safe Systemsô  
Cloud Infrastructure  
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Guiding Tenets 

ÅHigh availability 

ÁRedundancy 

ÁAutomation 

ÅScalability 

ÁSegmentation of layers 

ÅLow administrative overhead 

ÁLess staff 

ÁFewer knowledge silos 
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Topology 

From the Outside to the Inside 
Å Datacenter 

Å Internet 

Å Firewalls 

Å Switching 

Å Virtualization 

Å Storage 
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Datacenters 

ÅSuwanee, GA 

ÁOver 300,000 
sq.ft. 

ÁάaŀƧƻǊ {ŜŀǊŎƘ 
9ƴƎƛƴŜέ ŀƴŘ BoA 

ÅSalt Lake City, UT 

ÁBuilt in 2008 

ÁState of the art 
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Datacenters ï FEMA Stats 
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Suwanee Facility  
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Suwanee Facility  

 

 

 

Å Datacenter Floor: 168,000 sq.ft. 

Å Floor height: 48ò 

Å Auditorium 

Å Cubicles 

Å Conference Rooms 
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Datacenter Raised Floor 

Å Cold air management 

Å Some cable routing 

Å Elevate above leaks 
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Suwanee - Cooling 

 

 

 Å Over 200 30-ton Liebert 

coolers circulate air under the 

raised floor 

Å Redundant piping systems 
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Suwanee - Power 

Å Redundant grids from Georgia Power 

Å Flywheel bridge power 

Å Multiple UPS systems 

Å 12 diesel generators 

Å 84,000 gallons of fuel on site 
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Suwanee - VESDA 

 

 

 
VESDA ï Very Early Smoke Detection Apparatus 
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Suwanee - Security 

 

 

 

Å Security office 

Å Iris Scanner 
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Salt Lake City - Cooling 

 

 

 

Cold row ceiling and doors 
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Salt Lake City Area 

 

 

 
The datacenter is an hour from all of 

the ski resorts. 
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Internet Carriers  

 

 

 

Å Multiple concurrent Internet carriers 

Å BGP for optimal routing 

Å Bandwidth on demand 
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Network Security  

 

 

 

Å Perimeter security 

Å IPS 

Å Content filtering 

Å High Availability 

Å Automatic failover 
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Network Switching  

 

 

 

Å Multipath 

Å NIC Teaming 
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1 Gigabit Switching 

 

 

 

Å 6+ cables per ESX host 

Å Each NIC duplicated for 

redundancy 

Å Physical separation of 

storage fabric from client 

fabric 
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10 Gigabit Switching 

 

 

 

Å 2 cables per ESX host 

Å Second cable is only for 

redundancy 

Å 10GbE can use many 

cable types 
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Last Year ï  
Memory Density  

 

 

 

Å Current Intel CPU can only see up to 12 sticks of RAM 

Å 4 GB x 12  = 48 GB 

Å 8 GB x 12 = 96 GB, but at 3 x $ 
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Last Year ï  
Specialty Hardware 

 

 

 
Å 48 RAM slots with 

special chips 

Å 4 GB x 48  = 192 

GB 

Å Cost $$$$ 


