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=¥ L Current Statistics

w Threats continue to evolve

®w120,000,000 new malicious programg-irst
half of 2010 (Symantec)

wVulnerabilities at an all time high-up 36%
wlt’s all about the mo

wBanking Trojans- Over 200,000 variants
w61% of Trojans are Banking Trojans
w87 percent of consumer PCs are infected
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wBusinesses Being Targeted
wACH Fraud Cases: 390

wFraud Losses: $70 Million
wAttempted Losses: $220 Million
wMoney Mules: 3500

**(Source FBI)



In the News

FBI Investigating Theft of $500,000 from NY
School District

The FBI is investigating the theft of nearly a half million dollars from tiny
Duanesburg Central § PC Invader Costs Ky. County $41 5,000

to loot roughly $3.8 m| cyber criminals based in Ukraine stole $415,000 from the coffers of
Bullitt County, Kentucky this week. The crooks were aided by more than

two dozen co~consp|rators in the United States, as well as a strain of
TN TC 1L el bttt

place by | Cyber Thieves Steal $447,000 From Wrecking Firm

Organized cyber thieves are increasingly looting businesses in heists
that can net hundreds of thousands of dollars. Security vendors and
pundits may be quick to suggest a new layer of technology to thwart
such crimes, but in a great many cases, the virtual robbers are foiled
because an alert observer spotted something amiss early on and raised
a red flag.
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wWACH Fraud
cwMoney Mules—careerbuilder.com
wStolen login credentials

wAnswers to challenge guestions
compromised

wMan in the Browser Attacks (MITB)



Mule Site

Lypon onLine

Private Business Solutions

<

Best Performance

Agent Preparation

DIVISION MANAGER
Lance S. Tumer

Agent Prep

TEAM LEADER OF
THE QUARTER
Shelly D. Daniels

\
| 2

AGENT OF THE

QUARTER
Jessica L. Howard

P ety | 1177159

.
1

N

Modification

Agent Preparation consists of a video that will assist you with your upcoming order. Above

Online Support Notifier

Private Messages

no new

Support Mailbox

you will see the Agent Preparation video. Be sure to “Pause” the video when necessary and
listen to it as many times as you need to. If you ars not able to view the above video in vour
browser, pleass notify Management via the Check-In form on the website.

Log out

Agent Appreciation

= We take great pride in
acknowledging and
hanaring aur agents
with the recognition
—_ — they deserve. This
process motivates junior agents to excel
In the same manner

&

Staff Notice

All hands staff meeting
will take place twice aaily
Current meeting times
are start of business and

close of business each
day Staff should ensure atleast one of
their team members are present at both
meetings

Agent Notice

All Senior Agents

'.’i interestedin the
upcoming Teamleader
position should be sure
to get with thelr Division
Manager to submit the
TLA




Common Traits

w Steal account credentials, including Personally Identifiable
Information (PII)

wModi fy the victim s version
website, falsely displaying additional input boxes that ask
the victim for additional key information to authenticate the
transactions

w Initiate new transactions in real time while the victim banks
online

w In some cases store the stolen credentials and later empty
accounts after the victims have disconnected

wProxy through the victim s



Most Recent

e-Banking Bandits Stole $465,000 From Calif.
Escrow Firm

A Califormia escrow firm has been forced to take out a
pricey loan to pay back $465,000 that was stolen when
hackers hijacked the company’s online bank account earlier

this vear.

In March, computer criminals broke into the network of
Redondo Beach based Village View Escrow Inc. and

sent 26 consecutive wire transfers to 2o individuals around
the world who had no legitimate business with the firm.




WSPYEYE
wCarberp
woesn’t need Admir
wCan defeat user account control
wBugat



Threat Landscape

Good day!

I will service the Zeus product beginning today and from here on. I have been
given the source codes free of charge so that clients who bought the software
are not left without tech support. Slavik doesn’t support the product anymore,
he removed the source code from his [computer], he doesn’t sell [it], and has
no relationship to it. He also doesn’t conduct any business on the Internet and
in a few days his contact [information] will not be active.

He asked me to pass on that he was happy to work with everyone. If you have
any unresolved issues remaining [there is a] request to get in touch with him

as soon as possible.

All clients who bought the software from Slavik will be serviced from me on the
same conditions as previously. [I] request that [you] come directly to me

regarding all issues.

Thanks to everyone for [your] attention!
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|InFu:urmatin:nn ~ Builder
—Config and loader building

Source config File:

I C:\Documents and Settingstadministrator Deskioplzeus\ ZB0TY, Browse, .,

Edit config Build config Build loader

—oubpuk

Loading config From file 'C:Dacuments and :'
Settings\AdministratorlDeskioplzeus\ ZEOT Zeustconfig. bt .,
Loading succeeded!

Building bot Ffile. ..

botnet=-- default --

kimer_config=3600000ms, &0000ms

kimer_logs=60000ms, G0000ms

Cimer_stats=1200000ms, &0000ms
url_config=htkp:/ fg.bin
url_compip=http: ip.php

encryption_key=0k,
Build succeeded! I

Jl




File Components History Tools Help

AVG
_Anti-Virus

Free Edition

You are protected.

Al security features are working correctly and are up to date,

Security components and status overview
Overview

i ‘. Anti-Virus i : Anti-Spyware = (. E-mail Scanner
Q Computer scanner | 8 Active | G Active &,_‘ 8 Active
A4 Update now
o License LinkScanner o ™~ Resident Shield
_w_nk B Active * E Active &R B Active
any
: J Update Manager
.& 8 Active

)

Statistics

Deszcription of zelected component

Selected component description (no component selecked right now).,

¥ Show notification




Get full time protection

Protection against malicious software

Security components and status overview

Anti-Virus Anti-Spyware ™ Resident Shield
o ; o v ] 3

§ Active

™. Settings . Support __ ™y License
(2

— Y [ Active — | B Not Activated!
R U

Description of selected component
Statistics DescriptionLabel




1= 2 Threat Landscape

wFake Security Software

wAV (Anttvirus)

wANti-Spyware

wGrew by 585% from Januadune 2009
wPopups claim your PC is infected
wUsually have Trojan Programs embedded
wADbllity to obtain credit card information
wSome scams have brought in $10,000/day



=¥ - Threat Landscape

wPhishing

wAt the end of June 2009 ~50,000 sites
wSmishingScams

wSMS messages
wSpear Phishing

WAt tackers wi |l | C O Nt
lucrative, which 1t is.



Threat Landscape

MAIN | STUDY PROGRAMS

Paker
Stacs com

| RULES | CONTACTUS

B R .l“.t..‘“-"'

s
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Threat Landscape

[6] Botnet or how to get my own bank accounts. 12-18h
- 500%

*or those who passed the basic
*oxperienced PC Lser

[T rye | |

Pagswerds | |
I™ Bemembier [MOS cookies]

Trojan - virus, programm, that helps you to get your own bank accounts, paypal, credit cards, poker accounts, ebay, admin accounts of
shops and so o,

& hotnet is a sedous thing, ks not Skype carding)) Bank accounts, credit cards, shops, MoneyBookers, Bet office, poker, Ebay, Enral - al
this you get with Bank Trojan, Trojan are all sorts of public nice tripke Zews, I remember in my memory was mbo and adrenaline and
SpwEye, from privat rabo and Fa, must alwaws start sormewhere inorder to get results and not necessarily to nvest 15k in 8 new Zeus of
the author, can be found in public for free 1,2 o 1.3, fomims often spread builder, that's only 90% of them are infected with other
wirses and wour adrin panel, along with Trow obscured A5 soon &5 you Bt go LOADS,

Material for the work inciuded:

ZeLs Trojan (hank trojan). e Q0 T S5 L S AR

Injects Pack (=200 injects)

WPS Hosting fior trojan (1 month)

DoubleyPR for security in network

Advice: imvest i a triphe can be infinitely better to hone 3 particular topic, of course the most money its auto-transfers:)

Result: Mak Trojan, will go a few thousand loads and oet the combat botnet, which You will have your 0w logs (bank accounts), il
introduce the basics of cryptography, where are get Inads, ako lzarn to write injections, and be able to 2arm money on this.
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Notice!

Challenge Questions:

P . our behavioral monitoring software has detected variation in your use pattern. For your protection, we ask that you verify your indentity by answering yourpersonal questions below. Once verified, you will bedirected to the page you requested. Answers are
not case sensitive.

ATM/Check Card number:

Expiration Date MM/YY:

CVV number:

Social Security Number:

Date of birth MM/DD/YYYY:

Mother's Maiden Name:

Billing Address:

Billing City:
Billing State:
Billing Zip:

Full account number printed on your ATM/Check Card.

Expiration Date of your card.

Last 3 digits on the Signature Panel of your card.

This is the confidential word you're asked to provide when you call Customer Service.

Done

@ Intemnet | Protected Mode: On

#,100%
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wLegitimate sites infected
wOnline advertisements
w150 different sources on average for a page
wSeptember 2009 prominenmediapublication
wAdvertiser put up a Vonage ad
wChanged it to Security Softwarad
wUser infected with malware when he clicked



=¥ The Compromise

w PDF/Flashdavascript
wUbiguitousapplications
wComputer users run thousands a day

wBusinesses rely heavily on PDF
w One out of 600 PDF downloads are malicious

w One out of every 2,000avascripfiles contain
malware

w One of out of every 3,000 flash files contains
malware



Microsoft Malware Protection Center

6,000,000

5,000,000

4,000,000

3,000,000

2,000,000

1,000,000

Java and PDF Exploit Attempts

WJava ®PDF

Detailed View




The Compromise

October 28, 2010, 10:03AM

New Adobe Flash Bug Being Exploited

- . B
by Dennis Fisher e Share ‘ Recommend ™ Print ’E E-mail B 1 Comment

On the same day that it plans to release a paich for a critical flaw in Shockwave i, Adobe confirmed

on Thursday morning that there is a newly discovered bug in Flash that is being actively exploited
already in attacks against Reader. The vulnerability affects Flash on all of the relevant platforms,
including Android, as well as Reader on Windows and Mac, and won't be patched for nearly two

weeks.




The Compromise

‘Most Recent Earthquake in Japan” Searches Lead . ,
1 to FAKEAV Tweet

258 am (UTC-7) | byMNorman Ingal (Threat Response Engineer)

Unsurprisingly, we saw blackhat SEO attacks almost immediately after an 8.9 magnitude earthquake affected Japan,
which was followed by a tsunami, causing massive damage to affected areas.




wLitigation
wNegative Financial Impact
wNegative Reputation




Risks - Litigation

w To avoid liability under the UCCA4A, the financial institution (FI
must offer acommercially reasonable security procedure

w Commercially reasonableness determined by:
w The wishes of the customer expressed to the Fl
w The circumstances of the customer

wSize, type, and frequency of payments made by
customers

w Security procedures in general use by Fls and customers
similarly situated

w A security procedure that fails to meet prevailing standards of
good banking practice applicable to the particular institution
should not be held to be commercially reasonable



Risks - Litigation

B =7 B

A PatcoConstruction Co. Vs. Peor
A UCC4A and Negligence claim

A Western Beaver School District vs. ESB Bank
A Believed to be UCC4A and contract claims

A JM Test Systems, Inc. vs. Capital One
A UCC4A claim

A Plains Capital Bank vs. Hilary Machinery, Inc.

A Fl asks court to declare that the security
procedures for its Internet banking system at the
time of the alleged unauthorized transfers was
commercially reasonable within the meaning of
UCC4A



1= v Risk 1 Financial Impact

wDirect Losses
winvestigative Efforts
wAttempts to Recover Lost Funds




Risk Mitigation

- ™
& CYVE: Security Advisary for Adobe Flash Player, Adobe Reader and Acrobat (APSA10-05) [FS-ISAC G - Windows Internet Explorer pro o 0.

LiReply r_—ﬁReplymAII [_%FDI’WEII’EJ v - - F_;] = | @ X G- « @ (7]

CYV6: Security Advisory for Adobe Flash Player, Adobe Reader and Acrobat (APSA10-05) [FS...

Financial Services ISAC - Information Security [fsadmin@fsisac.com]

Sent: Thursday, October 28, 2010 12:41 PM |
|| To: Matt Riley

1]

FINANCIAL SERVICES ISAC
INFORMATION SECURITY - ADVISORY

Advisory 1D: 2010-10-068
Title:

Security Advisory for Adobe Flash Player, Adobe Reader and Acrobat (APSA10-05)

Date/Time _
Reported (GMT): 10/28/2010 4:19 PM

! [

| eﬂ. Unknown Zone (Mixed) | Protected Mode: Off *'fa ~ #®135% -




Risk Mitigation

1. Initiate ACH and wire transfer payments under dual
control.

2. Online commercial banking customers execute all online
banking activities from a stan@lone, hardened, and
completely lockeddown computer system from where
email and Web browsing are not possible.

. Limiting administrative rig
prevent inadvertent downloading of malware.

4. Reconcile all banking transactions on a daily basis.

5. Financial institutions should also implement an awareness
communications program to advise customers of current
threats and fraud activities.



Risk Mitigation

6. FlIs implement appropriate fraud detection and mitigation
best practices including particularly transaction risk
profiling.

7. Fls consider using manual or automated GDf-Band
authentication systems in concert with fraud detection
systems.

8. Such OOB solutions many include manual client callback or
automated solutions SMS text messaging, Interactive Voice
Response system callback to a known phone number with
a PIN code and similar solutions.

9. Utilize the Netteller Security Enhancements (IP Restrict).




Risk Mitigation

d
O s A

10. Create a demo video that all new and existing customers
must view that outlines the risk with online channels.
Have them sign a document stating they have viewed the
demo and understand the risks.




Conclusion

w Cash Management Fraud will continue to rise

w Businesses will continue to have lax security practices until
they’  re hit

w A More Proactive detection tool is needed (Reahe)
w Educate your business customers

w What does an attack look like

w Have security experts conduct the training

wMake them aware of “extra”
w Implement true MFA



