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Current Statistics  

ωThreats continue to evolve 

ω120,000,000 new malicious programs – First 
half of 2010 (Symantec) 

ωVulnerabilities at an all time high – up 36% 

ωIt’s all about the money 

ωBanking Trojans – Over 200,000 variants 

ω61% of Trojans are Banking Trojans 

ω87 percent of consumer PCs are infected 

 



Current Statistics  

ωBusinesses Being Targeted 

ωACH Fraud Cases: 390 

ωFraud Losses: $70 Million 

ωAttempted Losses: $220 Million 

ωMoney Mules: 3500 

 
**(Source FBI) 

 



In the News  



Threat Landscape  

ωACH Fraud 

ωMoney Mules – careerbuilder.com 

ωStolen login credentials 

ωAnswers to challenge questions 
compromised 

ωMan in the Browser Attacks (MITB) 

 



Money Mule Site 

 



Common Traits 

ωSteal account credentials, including Personally Identifiable 
Information (PII) 

ωModify the victim’s version of the Financial Institution’s 
website, falsely displaying additional input boxes that ask 
the victim for additional key information to authenticate the 
transactions 

ω Initiate new transactions in real time while the victim banks 
online 

ω In some cases store the stolen credentials and later empty 
accounts after the victims have disconnected 

ωProxy through the victim’s computer to perform theft 



Most Recent  



Threat Landscape  

ωZeus is DEAD!!!!!!! 

ωSpyEYE 

ωCarberp 

ωDoesn’t need Admin privileges 

ωCan defeat user account control 

ωBugat 

 

 



Threat Landscape 

 



Threat Landscape 

 



Threat Landscape  

 



Scareware 



Scareware 



Threat Landscape  

ωFake Security Software 

ωAV (Anti-virus) 

ωAnti-Spyware 

ωGrew by 585% from January-June 2009 

ωPop-ups claim your PC is infected 

ωUsually have Trojan Programs embedded 

ωAbility to obtain credit card information 

ωSome scams have brought in $10,000/day 

 



Threat Landscape  

ωPhishing 

ωAt the end of June 2009 ~50,000 sites 

ωSmishing Scams 

ωSMS messages 

ωSpear Phishing 

ωAttackers will continue as long as it’s 
lucrative, which it is. 

 



Threat Landscape  

 



Threat Landscape  

 



The Compromise  

 



The Compromise  

ωLegitimate sites infected 

ωOnline advertisements 

ω150 different sources on average for a page 

ωSeptember 2009 prominent media publication 

ωAdvertiser put up a Vonage ad 

ωChanged it to Security Software ad 

ωUser infected with malware when he clicked 

 



The Compromise  

ωPDF/Flash/Javascript 

ωUbiquitous applications 

ωComputer users run thousands a day 

ωBusinesses rely heavily on PDF 

ωOne out of 600 PDF downloads are malicious 

ωOne out of every 2,000 Javascript files contain 
malware 

ωOne of out of every 3,000 flash files contains 
malware 

 



The Compromise  
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The Compromise  

 



Risks  

ωLitigation 

ωNegative Financial Impact 

ωNegative Reputation 



Risks -  Litigation  

ωTo avoid liability under the UCC4A, the financial institution (FI) 
must offer a commercially reasonable security procedure  

ωCommercially reasonableness is determined by:  

ωThe wishes of the customer expressed to the FI 

ωThe circumstances of the customer 

ωSize, type, and frequency of payments made by 
customers 

ωSecurity procedures in general use by FIs and customers 
similarly situated  

ωA security procedure that fails to meet prevailing standards of 
good banking practice applicable to the particular institution 
should not be held to be commercially reasonable 

 



Risks -  Litigation  

ÅPatco Construction Co. vs. Peopleôs United Bank 

ÅUCC4A and Negligence claim 

ÅWestern Beaver School District vs. ESB Bank 

ÅBelieved to be UCC4A and contract claims 

ÅJM Test Systems, Inc. vs. Capital One 

ÅUCC4A claim 

ÅPlains Capital Bank vs. Hilary Machinery, Inc. 

ÅFI asks court to declare that the security 

procedures for its Internet banking system at the 

time of the alleged unauthorized transfers was 

commercially reasonable within the meaning of 

UCC4A 

 



Risk ï Financial Impact  

ωDirect Losses 

ωInvestigative Efforts 

ωAttempts to Recover Lost Funds 



Risk Mitigation 

 



Risk Mitigation  

1. Initiate ACH and wire transfer payments under dual 
control. 

2. Online commercial banking customers execute all online 
banking activities from a stand-alone, hardened, and 
completely locked-down computer system from where 
email and Web browsing are not possible. 

3. Limiting administrative rights on users’ workstations to 
prevent inadvertent downloading of malware. 

4. Reconcile all banking transactions on a daily basis. 

5. Financial institutions should also implement an awareness 
communications program to advise customers of current 
threats and fraud activities. 

 



Risk Mitigation  

6. FIs implement appropriate fraud detection and mitigation 
best practices including particularly transaction risk 
profiling. 

7. FIs consider using manual or automated Out-Of-Band 
authentication systems in concert with fraud detection 
systems. 

8. Such OOB solutions many include manual client callback or 
automated solutions SMS text messaging, Interactive Voice 
Response system callback to a known phone number with 
a PIN code and similar solutions. 

9. Utilize the Netteller Security Enhancements (IP Restrict). 

 



Risk Mitigation  

10. Create a demo video that all new and existing customers 
must view that outlines the risk with online channels.  
Have them sign a document stating they have viewed the 
demo and understand the risks. 
 

 



Conclusion  

ωCash Management Fraud will continue to rise 

ωBusinesses will continue to have lax security practices until 
they’re hit 

ωA More Proactive detection tool is needed (Real-time) 

ωEducate your business customers 

ωWhat does an attack look like 

ωHave security experts conduct the training 

ωMake them aware of “extra” input fields on a webpage 

ω Implement true MFA 


